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TRANSPORT LEGISLATION AMENDMENT (IDENTITY MATCHING SERVICES) BILL 2021 
Introduction and First Reading 

Bill introduced, on motion by Hon Sue Ellery (Leader of the House), and read a first time. 
Second Reading 

HON SUE ELLERY (South Metropolitan — Leader of the House) [2.59 pm]: I move — 
That the bill be now read a second time. 

The Transport Legislation Amendment (Identity Matching Services) Bill 2021 will implement the Intergovernmental 
Agreement on Identity Matching Services, which was endorsed by the Premier and other first ministers at the special 
meeting of the Council of Australian Governments on counterterrorism on 5 October 2017. Its content is based on 
legislation that was previously considered by the Parliament in the form of the Transport Legislation Amendment 
(Identity Matching Services) Bill 2020, which lapsed with the prorogation of Parliament in December 2020. However, 
a number of the bill’s provisions have been amended to address recommendations of the Standing Committee 
on Uniform Legislation and Statutes Review in its report tabled on 11 August 2020. The committee made 
five recommendations for amendments to the 2020 bill. The relevant amendments are now provided for in this 
bill, and I will describe them in more detail in a moment. 
The objective of the IGA is to facilitate the secure, automated and accountable exchange of identity information, 
with robust privacy safeguards, in order to prevent identity crime and promote law enforcement, national security, 
road safety, community safety and service delivery outcomes. One part of this work is to build the national driver 
licence facial recognition solution. The solution is a technical platform that facilitates the sharing of driver’s licence 
information between commonwealth, state and territory governments under strict access conditions. It is part of 
the commonwealth government’s face-matching services. 

Within the solution system there are secure databases which hold each Australian state and territory’s driver’s licence 
information, separate from each other. Western Australia will always maintain control over and access to its own 
data and can withdraw, with notice, from the solution or suspend access to WA data at any time. As host of the 
solution, the commonwealth Department of Home Affairs cannot see or modify identity information data that is 
contained within each state or territory’s database. 

The bill will amend Western Australian road laws: the Road Traffic (Administration) Act 2008 and the Road Traffic 
(Authorisation to Drive) Act 2008. It will also amend the Western Australian Photo Card Act 2014. This will allow 
the Department of Transport to contribute Western Australian learner’s permit, driver’s licence and photo card facial 
images, along with identifying information such as name and address, to the solution. The face-matching services 
will allow members of the community, with their consent, to quickly and easily have their identities verified when 
engaging with government—for example, when applying for a driver’s licence, learner’s permit or photo card—
by matching their facial images with images on official government records. The face-matching services will also 
benefit victims of natural disasters who have lost their identity documents. 

Western Australia’s ability to access the face-matching services, enabled by this bill, will help deter crime, prevent 
identity theft and provide law enforcement agencies with a powerful investigative tool to identify people who may 
be associated with serious criminal activities. Identity crime is one of the most common and costly crimes in 
Australia, with around one in 20 Australians becoming a victim of identity crime each year, at an estimated annual 
cost of $2.2 billion. The face-matching services will also help Western Australians who have become victim to 
identity theft more easily restore their compromised identities. 

The face-matching services will help prevent and detect the use of fake or stolen identities, which can be key enablers 
of fraud, organised crime and terrorist activity, and protect Western Australians by making it easier for law 
enforcement agencies to identify people who may be of interest in relation to criminal activities. The face-matching 
services will use sophisticated, secure facial recognition technology to streamline existing, resource-intensive manual 
processes for verifying known persons’ identities and identifying unknown persons. This will speed up and improve 
the provision of customer service and law enforcement investigations. 

The current document verification service, hosted by the commonwealth Department of Home Affairs, cannot 
detect documents such as a driver’s licence that contains a fraudulent photo but a legitimate name and address; 
nor can it identify an unknown person from a facial image. The document verification service is currently used by 
WA government agencies and the private sector to verify identification information on driver’s licences and other 
government-issued identity documents. The face-matching services will also improve road safety by increasing 
the detection and prosecution of driving offences by making it harder for persons to obtain a driver’s licence with 
false identities to avoid traffic fines, demerit points, driver disqualifications and licence cancellations. 
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Existing WA road laws and photo card legislation provide strict conditions around how facial images and identifying 
information are collected, stored, used and disclosed, to ensure that the privacy of Western Australians is protected. 
Current legislation permits release of individual facial images upon request to the Western Australia Police Force, 
the Australian Security Intelligence Organisation, and, with the prior approval of the Commissioner of Police, 
prescribed law enforcement officials. Although the bill will expand disclosure provisions, it will provide strict 
conditions around how facial images and associated personal information will be disclosed via the face-matching 
services. Department of Transport customer information will be subject to strong safeguards through legally binding 
identity-matching services documents called participation agreements, and participation access arrangements. These 
will be signed by senior representatives of other states and territories before access is granted to Department of 
Transport customer identifying information. 

The national driver licence facial recognition solution has been designed and built with robust privacy safeguards in 
mind and has been subject to detailed privacy impact assessments and data security assessments. The Department of 
Transport acknowledges that strict privacy controls must be in place to protect the privacy of WA customer information, 
and has engaged a specialist privacy consultant to undertake a privacy impact assessment on its participation in 
the solution and use of face-matching services. WA identifying information will be accessible only by authorised 
agencies and by individuals within those agencies who are also appropriately authorised and have undertaken required 
training. Access will be subject to a robust audit and compliance framework and independent oversight. 

The face-matching services cannot be used to conduct real-time monitoring or live facial recognition of people in 
public spaces—sometimes referred to as mass surveillance—or identify people to investigate minor offences, such 
as jaywalking or littering. This will enable participating government agencies and organisations to verify a known 
identity with the consent of that customer through the face-verification service. Due to strict privacy protections 
in the commonwealth Identity-matching Services Bill 2019, only agencies with law enforcement, national security 
or anti-corruption functions will be able to identify an unknown person through the face-identification service. 
The bill also supports this government’s digital reforms, with a focus on delivering convenient, smart and secure 
services through central coordination and cross-sector collaboration. These build on the foundations of the of 
digital service delivery set out in the Digital WA: Western Australian government information and communications 
technology (ICT) strategy 2016—2020. 
As mentioned previously, the Standing Committee on Uniform Legislation and Statutes Review tabled its report 
on the 11 August 2020, making five recommendations for amendments to the 2020 bill, with relevant amendments 
now provided for in this bill. These amendments are summarised as follows. 
First, it is proposed that the substantive provisions of the act will now commence on the day after royal assent. 
Second, noting concerns about the potential use of regulations to widen the future use of identifying information, 
the bill will now limit the disclosure of identifying information to the purposes set out in the intergovernmental 
agreement. This means that in order for the information to be used or disclosed, in addition to existing requirements 
for the person to be prescribed in regulations, the authorised purpose as prescribed in regulations will also need to 
be aligned to the purposes of the IGA. These reasons include preventing identity crime, general law enforcement, 
national security, protective security, community safety, road safety and identity verification. 
Third, the bill now specifies that identifying information relating to driver’s licences and learner’s permits may not 
be used for civil proceedings except for named acts. This is in accordance with the original intent, but houses these 
provisions in the act rather than in regulations. 
Fourth, aligned with the third point, the bill now specifies that identifying information relating to WA photo cards 
may not be used for civil proceedings except for named acts. This is in accordance with the original intent, but houses 
these provisions in the act rather than in regulations.  
Fifth, the bill has been amended to now introduce reporting requirements for the Department of Transport to publish 
annual reporting regarding the use of WA records in the National Driver Licence Facial Recognition Solution. The 
committee called for a three-yearly review of the legislation and we believe that regular annual reporting will provide 
greater transparency and accountability regarding WA’s support to this national work. 
Sixth, although not a committee recommendation, the bill now contains a provision that the testing of computer 
systems will be an authorised purpose for using licensing records. Connecting the WA driver registry of 1.9 million 
records to the WA-controlled partition in the National Driver Licence Facial Recognition Solution is a complex 
undertaking with considerable lead time. The Department of Transport has been working on these systems over the 
past three years. Only so much can be done with dummy records, and authorising the use of real customer data in 
the development of computer systems means that there will be greater levels of security and efficiency in the final 
system. The testing does not allow for a WA record to be accessed by a participating agency for an operational 
purpose. It is to determine whether WA images meet requirements for photograph biometric quality, as well as 
ensuring that the system connection between Department of Transport systems and the solution works as it should.  
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Pursuant to standing order 126(1), I advise that this bill is a uniform legislation bill. It gives effect to an 
intergovernmental agreement to which the government of this state is a party. This bill, by reason of its subject 
matter, introduces a uniform scheme throughout the commonwealth. 
I commend the bill to the house and table the explanatory memorandum. 
[See paper 340.] 
Debate adjourned and bill referred to the Standing Committee on Uniform Legislation and Statutes Review, 
pursuant to standing orders. 
 

https://www.parliament.wa.gov.au/publications/tabledpapers.nsf/displaypaper/4110340cba6bdfdaa0ca96d7482586fe00038ffa/$file/tp-340.pdf
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